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1
Decision/action requested

For discussion and approval
2
References

[1]
3GPP TR 32.866 v0.2.0 Study on a RESTful HTTP-based Solution Set

3
Rationale

This document addresses the editor’s note “It is ffs if another pattern for asynchronous operations is needed”.

4
Detailed proposal

It is proposed to make the following changes to TR 28.866 [1].

	Start of changes


7.5.6
Design pattern for asynchronous operations

Due to their complexity, some operations cannot be mapped easily into CRUD operations. For these operations, various options exist to implement asynchronous operations over a HTTP interface.
· 




Option 1: Client requests a notification to a callback URI

In this option, the client submits a callback URI while requesting the asynchronous operation. This URI is called when the asynchronous operation is complete.
To invoke an operation:

The client sends a GET request to an operation-style URI, for example “/network/utranCell/Cell13784/upgrade”. The request contains a link to a callback URI so that the client may be notified when the request is completed. If the request is accepted, the server responds with status 200 (OK). If the request is not accepted, the server responds with status 4xx or 5xx.

To cancel an ongoing operation:

Cancellation is not possible.

To check the status of an operation:

Status check is not possible.

Advantages:

This option is very simple to implement.

Disadvantages:

This option does not properly use the RESTful nature of HTTP, it only uses HTTP as a carrier protocol. The Solution Set must describe proprietary handling of request state transistions and error handling.

The client and server must agree in advance which operations will be asynchronous.

It is not possible for the client to check the status of the request or to cancel the request.

Maturity level:

This option is at Richardson Maturity Level 0. The action is described in the URI, not in the HTTP verb. The status of the request is not reported to the client.

Option 2: Client creates a resource to represent the operation

In this option, the client creates and manages a resource to represent the asynchronous operation. This resource is used to represent the actions on the operation and the error conditions of the operation.
To invoke an operation:

The client POSTs a request to an operation-style URI, for example “/network/utranCell/Cell13784/upgrade”. Optionally, the request may contain a link to a callback URI so that the client may be notified when the request is completed. If the request is accepted, the server responds with status 201 (created) and a link to a status URI (for example “Location: /network/utranCell/Cell13784/upgrade/75CD01A7110C”). If the request is not accepted, the server responds with status 4xx or 5xx.

To cancel an ongoing operation:

The client invokes a DELETE operation on the status URI. If the cancellation is successful, the server responds with response code 204 (success). If it is not possible to cancel the ongoing operation, the server responds with response code 405 (method not allowed).

To check the status of an operation:

The client invokes a GET operation on the status URI. The server responds with response code 200 (OK) and the body of the response describes the current status of the operation (for example ongoing/success/failed).

If the operation has finished, the server may remove the status URI after a suitable timeout. Any requests to the removed URI should result in response code 410 (gone).

Advantages:

This option is compatible with existing 3GPP SA5 Information Models.

Disadvantages:

This option does not properly use the RESTful nature of HTTP, it only uses HTTP as a carrier protocol. The Solution Set must describe proprietary handling of request state transistions and error handling.

The client and server must agree in advance which operations will be asynchronous.

Every operation is expressed as a POST. This causes misuse of HTTP verbs in some cases, for example an asynchronous request to delete a resource must be encapsulated within a POST request.

Maturity level:

This option is at Richardson Maturity Level 1. The action is described in the URI, not in the HTTP verb. The status of the request is described in the HTTP body, not in the HTTP status code.

Option 3: Server creates a resource to represent the operation
In this option, the server creates and manages a resource to represent the asynchronous operation. HTTP verbs are used to represent the actions on the operation and HTTP status codes are used to report the error conditions of the operation.
To invoke an operation:

The client sends a request (POST/PUT/DELETE) containing “Expect: 200-ok/201-created/202-accepted” in the request header.

If the server is able to processes the request synchronously, the server responds with code 200 (OK) or 201 (created).

If the server is not able to processes the request synchronously, the server responds with status 202 (accepted) and a link to a status URI (for example “Location: /request/9EB50DADABDF”).

If the request is not accepted, the server responds with status 4xx or 5xx.

To cancel an ongoing asynchronous operation:

The client invokes a DELETE operation on the status URI. If the cancellation is successful, the server responds with response code 204 (success). If it is not possible to cancel the ongoing operation, the server responds with response code 405 (method not allowed).

To check the status of an asynchronous operation:

The client invokes a GET operation on the status URI. If the operation is still ongoing, the server responds with response code 200 (OK). If the operation is finished and an object exists as a result of the operation, the server responds with response code 303 (see other link) and the URI of the object. If the operation is finished and no object exists as a result of the operation, the server responds with response code 410 (gone).

If the operation has finished, the server may remove the status URI after a suitable timeout. Any requests to the removed URI should result in response code 410 (gone).

Advantages:

This option is compatible with cloud-style interfaces. Standard HTTP verbs and HTTP error codes are used properly. Because the behaviour is consistent, code may be reused or automatically generated.
Disadvantages:

This option is very different to the existing 3GPP SA5 solution sets. A typical 3GPP SA5 Information Model defines the behaviour of an asynchronous operation, and this behaviour may differ for various managed objects. In this option, the behaviour of the asynchronous operation is always the same, which may cause a mismatch between the Information Model and the Solution Set.
Maturity level:

This option is at Richardson Maturity Level 2. The lifecycle of the request is controlled by HTTP verbs and is reported by the HTTP status codes.
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